STATUS OF TEE ADVANCED AVIONICS SOBSYSTEM TECENOLOGY (AAST)
FAULT
A B S T R A C T
The Advanced Avionics Subsystem Technology (AAST) Fault Tolerant Demonstration will clarify the Navy's fault tolerant avionics specifications, validation methods and acceptance tests. This paper will describe the status of this program. The program is in the process of demonstrating clear and precise fault tolerant requirements for specifications, the Statement Of Work (SOW), and the series of validation metrics and acceptance tests, from initial concept exploration to the brassboard Dem/Val system, as the government oversees the sustained high Full Mission Capable (FMC) rates (in the high 90% range), but these high FMC rates were sustained at the cost of high Maintenance Man Hours per Flight Hour (MMH/FH), ( 30 to 65 MMH/FH), high spares usage and high false alarm rates, (consistently in the 30% to 35% range). In a longer term combat situation, these factors; the rate of spares usage, the time to isolate and repair the equipment, and the false alarm rates will play a critical role in the effectiveness of the next generation of complex, computer based weapon systems. design and procurement of a modern complex computer based weapon system. This language
The key issue that the AAST Fault and process are documented in the first draft Tolerant Demonstration is addressing in this of "Specification and Validation of Fault new era of defense procurement is -how can the Tolerance in Electronic Systems Development". Navy manage and procure dependable and cost effective, computer-based weapon systems? The demonstration program will investigate the timely and practical application of fault tolerant technology early in the design cycle before major resources are committed to a TRENDS AND DRIVERS particular design. This application of fault tolerant technology will be balanced against The DoD is entering a radically new era the extreme time pressures of modern avionics of systems procurement. The Cold War is over system development. and new scenarios and radical force structure changes are changing the requirements of the
T E E A D A V A N C E D A V I O N I C S S U B S Y S T E M next generation of weapon systems.
Other TECENOLOGY FAULT TOLERANT DEMONSTRATION factors in the "new world order" of weapon system procurement are: budgets are decreasing, Funds for the research, development, development cycles are being stretched out, transition and insertion of new technologies prototypes and demonstrations are being into the fleet are divided into 6.1, 6.2, 6.3A emphasized, open systems standards will and 6.4 funds. The 6.1 and 6.2 funds are dominate, and the next generation of systems focused on exploring the feasibility of new will be intensively modeled and simulated technologies. The 6.3A funds are aimed at before any hardware is built. Future complex demonstrating those technologies s o that weapon systems will increasingly rely on program offices can specify them with digital systems and the dependability of these confidence.
In 1990, ONR's 6.1 research digital components will play a critical role in started the Ultradependable Multicomputers and the effectiveness of those systems in the Electronic Systems Research Initiative. This field. The frequency of hard fault rates is research initiative addresses a wide ranging decreasing for both military and commercial number of fault tolerance topics including digital parts but transient fault rates are measurement and modeling of expected system increasing.
The next generation of systems fault modes, fault injection, simulation and need to automatically handle transient faults modeling techniques, software fault tolerance and notify the operator only when recovering approaches, as well as compiler, algorithm and from hard faults yet record all fault activity hardware-based fault-tolerance techniques. to ensure quick diagnosis of failing parts.
ONT's 6.2 exploratory development, computer During the Gulf War, the fleet aircraft block has an effort called the "Engineering of C o m p l e x S y s t e m s T e c h n o l o g y g 1 w h o s e aim i s t o e x p l o r e t h e e n t i r e d e s i g n a n d d e v e l o p m e n t o f a d v a n c e d r e a l -t i m e s y s t e m s .
T h e f a u l t t o l e r a n c e p o r t i o n o f t h e b l o c k p l a n i s aimed a t i n t e g r a t i n g f a u l t t o l e r a n c e i n t o t h e d e s i g n process o f complex s y s t e m s .
T h e A d v a n c e d A v i o n i c s S u b s y s t e m T e c h n o l o g y (AAST) F a u l t T o l e r a n c e D e m o n s t r a t i o n i s a 6 . 3 A p r o j e c t t h a t t a k e s t h e 6 . 2 E n g i n e e r i n g o f Complex S y s t e m s e f f o r t t h e n e x t s t e p a n d d e m o n s t r a t e s t h e f a u l t t o l e r a n c e metrics a n d a c c e p t a n c e tests a t e a c h s t a g e o f a n e v o l v i n g c o n t r a c t o r ' s d e s i g n . T h e AAST work w i l l a l s o t r a n s i t i o n some o f t h e ONR 6 . 1 d e v e l o p e d t o o l s ( f a u l t i n j e c t i o n , f a u l t t o l e r a n c e b e n c h m a r k s a n d f a u l t t o l e r a n c e s i m u l a t i o n t e c h n i q u e s ) .
T h e goal o f t h e AAST F a u l t T o l e r a n c e D e m o n s t r a t i o n i s t o d e m o n s t r a t e t h e n e c e s s a r y a n d s u f f i c i e n t d e p e n d a b i l i t y metrics a n d v a l i d a t i o n t e c h n i q u e s o f a f a u l t t o l e r a n t s y s t e m .
T h e s e r e q u i r e m e n t s w i l l be d o c u m e n t e d so t h a t program o f f i c e s c a n u s e t h e m i n t h e i r s p e c i f i c a t i o n s a n d SOW p a c k a g e s a c c o r d i n g t o t h e i r v a r i o u s f a u l t t o l e r a n c e a n d d e p e n d a b i l i t y n e e d s .
LANGUAGE AND PROCESS
T h e two k e y t h r u s t s o f t h e AAST F a u l t T o l e r a n c e D e m o n s t r a t i o n program are: w h a t l e g a l l a n g u a g e n e e d s t o be i n t h e SOW a n d S p e c i f i c a t i o n t o c l a r i f y t o t h e c o n t r a c t o r t h e e x a c t f a u l t t o l e r a n t a n d d e p e n d a b i l i t y r e q u i r e m e n t s t h a t t h e g o v e r n m e n t e x p e c t s t o see i n t h e s y s t e m ? And w h a t i s a model o f t h e p r o c e s s f o r t h e g o v e r n m e n t a n d c o n t r a c t o r t o e n g a g e i n t o e n s u r e t h a t t h e s y s t e m w i l l be d e p e n d a b l e ?
T h e d e p e n d a b i l i t y c o n t r a c t l a n g u a g e i n c u r r e n t r e q u i r e m e n t s d o c u m e n t s t e n d t o a s k f o r v e r y g e n e r a l a n d v a g u e q u a l i t i e s l i k e -" t h e s y s t e m s h a l l be f a u l t t o l e r a n t " .
F o r i n s t a n c e , a c u r r e n t SOW r e q u i r e s : "The c o n t r a c t o r s h a l l i d e n t i f y a n d d i s c u s s h i g h r i s k a r e a s . . . ' I a n d " s i n g l e p o i h t f a i l u r e modes t h a t s i g n i f i c a n t l y degrade m i s s i o n p e r f o r m a n c e o r p r e v e n t s u c c e s s f u l m i s s i o n a c c o m p l i s h m e n t s h a l l be a d d r e s s e d . . . " .
T h i s p a r t i c u l a r SOW a l s o p r o v i d e s
t h e t r a d i t i o n a l r e l i a b i l i t y , a v a i l a b i l i t y , a n d m a i n t a i n a b i l i t y n u m b e r s a n d r e c o n f i g u r a t i o n , degraded modes a n d t e s t a b i l i t y r e q u i r e m e n t s .
B u t v e r y f e w o f t h e s e r e q u i r e m e n t s t r a n s l a t e i n t o a d i r e c t l y t e s t a b l e q u a n t i t y on t h e d e s i g n l i k e a b e n c h m a r k .
I n t h e e x t r e m e t i m e p r e s s u r e s o f m o d e r n c o m p l e x weapon s y s t e m d e s i g n v a g u e r e q u i r e m e n t s l i k e f a u l t t o l e r a n c e a r e t o o e a s i l y p u t on t h e b a c k b u r n e r a n d s i m p l y n o t g i v e n e n o u g h a t t e n t i o n . The AAST F a u l t T o l e r a n c e D e m o n s t r a t i o n program s e e k s t o m a k e t h e f a u l t t o l e r a n c e a n d d e p e n d a b i l i t y f e a t u r e s o f a s y s t e m m o r e v i s i b l e a n d q u a n t i f i a b l e . L e g a l , f o r m a l , s p e c i f i c a t i o n s a r e t h e o n l y way t h e g o v e r n m e n t c a n d e f i n e c o m p u t e r p e r f o r m a n c e a n d d e p e n d a b i l i t y r e q u i r e m e n t s . More p r e c i s e f a u l t t o l e r a n t s p e c i f i c a t i o n s w o u l d s p e c i f y t h e s y s t e m ' s f a u l t c o n t a i n m e n t r e g i o n s , t h e s p e c i f i c f a u l t s t h e s y s t e m w i l l g u a r d a g a i n s t , how t h e s e f a u l t s w i l l be c h a r a c t e r i z e d ( t i m i n g , e x t e n t a n d d u r a t i o n ) , a n d t h e t y p e s o f a n a l y s i s a n d f a u l t i n j e c t i o n t e s t i n g e x p e c t e d t o be d o n e a t e a c h s t a g e o f t h e s y s t e m d e s i g n . I n t h e a u t o m a t i c r e c o n f i g u r a t i o n r e q u i r e m e n t , t h e s p e c i f i c a 
t i o n s s h o u l d s t a t e t h a t t h e s y s t e m s h a l l a u t o m a t i c a l l y r e c o n f i g u r e t o c i r c u m v e n t a f a i l e d c o m p o n e n t a n d select a b a c k u p component o r d a t a p a t h t o r e d i s t r i b u t e t h e p r o c e s s i n g . T h i s r e c o n f i g u r a t i o n s h a l l be t r a n s p a r e n t t o t h e o p e r a t o r a n d t h e o p e r a t o r s h o u l d h a v e t h e a b i l i t y t o be n o t i f i e d o f r e c o n f i g u r a t i o n f r o m h a r d f a u l t s . T h e s y s t e m s h o u l d a l s o be capable o f a u t o m a t i c a n d t r a n s p a r e n t r e c o n f i g u r a t i o n of t h e s y s t e m when a t r a n s i e n t f a u l t e d c o m p o n e n t i s restored t o o p e r a t i o n . T h i s process s h o u l d c o n t i n u e a s l o n g a s t h e p r o c e s s i n g a n d c o m p o n e n t r e s o u r c e s c o n t i n u e t o meet t h e d e m a n d s o f t h e r e c o n f i g u r e d s y s t e m . When s y s t e m r e s o u r c e s are i n a d e q u a t e t o m e e t t h e r e a l t i m e s y s t e m d e m a n d s , t h e s y s t e m s h o u l d e n t e r t h e degraded mode s t a t e . T h e degraded mode s p e c i f i c a t i o n s h o u l d b a s i c a l l y s t a t e t h a t t h e s y s t e m s h o u l d n e v e r j u s t "give u p " when s y s t e m r e s o u r c e s are n o t a t a n optimal l e v e l . T h e s y s t e m s h o u l d s t i l l p e r f o r m i f able t o do u s e f u l t h i n g s . T h e s p e c i f i c a t i o n s h o u l d r e q u i r e t h a t t h e m u l t i p l e p r o c e s s o r s a n d t h e d i s t r i b u t e d p r o c e s s i n g a r c h i t e c t u r e s h a l l permit t h e a u t o m a t i c

d i s t r i b u t e d t o t h e r e s t o f t h e s y s t e m a c c o r d i n g t o m i s s i o n p r i o r i t i e s . Impact o n m i s s i o n o p e r a t i o n s s h a l l be k e p t t o a minimum f o r as l o n g a s p o s s i b l e when o p e r a t i n g i n t h e degraded mode.
T h e SOW i s t h e r e q u i r e m e n t s f o r t h e c o n t r a c t o r d e s i g n team t o f u l f i l l a t e a c h stage of t h e s y s t e m d e s i g n .
G e n e r a l l y , t h e SOW s h o u l d r e q u i r e t h a t t h e error h a n d l i n g f e a t u r e s of t h e s y s t e m s h a l l be v a l i d a t e d a t e a c h stage
q u a n t i f y a d e s i g n ' s d e p e n d a b i l i t y a n d f a u l t t o l e r a n t metrics a
n d r e a s o n a b l y e n s u r e a t e a c h s t a g e o f t h e d e s i g n t h a t t h e e v o l v i n g s y s t e m w i l l be a d e p e n d a b l e s y s t e m t o own a n d o p e r a t e .
TEE PROCESS -AN OVERALL MODEL FOR MONITORING TEE DESIGN OF A DEPENDABLE SYSTEM
T h e f a u l t t o l e r a n t v a l i d a t i o n o f a c o m p u t e r s y s t e m i n v o l v e s b o t h a n a l y t i c m o d e l i n g a n d f a u l t i n j e c t i o n .
The basic e l e m e n t s o f a n a l y t i c m o d e l i n g u s e t h e i n p u t parameters s u c h a s t h e f a i l u r e r a t e s , c o v e r a g e e s t i m a t e , r e p a i r r a t e s , a n d c o s t s o f r e p a i r a n d p a r t s .
The a n a
l y t i c s y s t e m b e h a v i o r m o d e l i n g e l e m e n t s c a n be c o m b i n a t o r i a l o r n o n -c o m b i n a t o r i a l . T h e c o m b i n a t o r i a l e l e m e n t s are r e l i a b i l i t y g r a p h s , p r e d i c t i n g t h e h a r d f a i l u r e r a t e o f t h e c u r r e n t s y s t e m f r o m t h e s t a t i s t i c a l p a s t f a i l u r e r a t e s o f s i m i l a r c o m p o n e n t s a n d f a u l t trees, trees o f c o n d i t i o n s t h a t l e a d t o c e r t a i n s y s t e m f a i l u r e s . The non-. c o m b i n a t o r i a l m o d e l i n g e l e m e n t s a r e Markov c h a i n s , a g r a p h o f f a i l u r e s t a t e s a n d p r o b a b i l i t y o f t r a n s i t i o n s t h a t d e t e r m i n e t h e p r o b a b i l i t y o f t h e n e x t s t a t e o f t h e s y s t e m . (Markov m o d e l s are g o o d f o r s e q u e n c e d e p e n d e n t f a i l u r e s a n d r e p a i r a b l e s y s t e m s . ) P e t r i n e t s a r e u s e f u l when t h e l i m i t s o f Markov c h a i n s are r e a c h e d . P e t r i n e t s c a n be u s e d t o e x a m i n e i n h e r e n t c o n c u r r e n c i e s s u c h a s c o i n c i d e n t f a u l t s ( a s e c o n d f a u l t a r r i v i n g w h i l e t h e s y s t e m i s r e c o v e r i n g f r o m t h e f i r s t f a u l t ) a n d Monte C a r l o s i m u l a t i o n s a r e u s e f u l as more s y s t e m r e a l i t y i s p u t i n t o t h e m o d e l a n d t h e a n a l y t i c s o l u t i o n s become i n t r a c t a b l e . [l]
T h e c o m p o n e n t f a i l u r e r a t e d a t a a n d f a u l t models u s e d t o m o d e l a new s y s t e m are t h e c o m p o n e n t f a i l u r e r a t e s a n d f a i l u r e modes o f p a s t s i m i l a r s y s t e m s a n d s i m i l a r c o m p o n e n t s . From t h i s m e a s u r e d d a t a o f p a s t s i m i l a r s y s t e m s , t h e m o d e l e r predicts t h e f u t u r e f a u l t r a t e s a n d m o d e l s t h e a s s u m e d f a u l t h a n d l i n g o f t h i s s y s t e m .
The i n i t i a l Markov, P e t r i o r c o m b i n a t o r i a l m o d e l s o f t h e s y s t e m are t h u s t h e i n i t i a l a n d g r o s s a s s u m p t i o n s o n how t h i s new s y s t e m w i l l p r o b a b l y h a n d l e f a u l t s i n t h e f u t u r e .
However t h e y are u s e f u l i n t h e i n i t i a l s t a g e s o f d e s i g n when t h e d e s i g n e r n e e d s a n estimate o f r e l i a b i l i t y .
F a u l t i n j e c t i o n e x p e r i m e n t s a r e p e r f o r m e d o n t h e f u n c t i o n a l s i m u l a t i o n o f t h e s y s t e m t h a t d e v e l o p s f r o m t h e h i g h l e v e l c o n c e p t u a l model o f t h e s y s t e m a n d i s g r a d u a l l y t r a n s f o r m e d f r o m b e h a v i o r a l d e s c r i p t i o n s t o RTL d e s c r i p t i o n s t o l o g i c a n d c i r c u i t d e s c r i p t i o n s t o t h e f i n a l b r a s s b o a r d i m p l e m e n t a t i o n .
As t h e d e s i g n i s f u r t h e r r e f i n e d , f a u l t s a r e i n j e c t e d i n t o t h e c u r r e n t f u n c t i o n a l r e p r e s e n t a t i o n o f t h e s y s t e m . T h e r e s u l t s o f t h e f a u l t i n j e c t i o n e x p e r i m e n t s a r e u s e d t o v a l i d a t e a n d r e f i n e t h e a n a l y t i c m o d e l . F i g u r e 1 s h o w s t h i s o v e r a l l f l o w a n d f e e d b a c k f r o m f i e l d d a t a t o a n a l y t i c model t o f a u l t i n j e c t i o n e x p e r i m e n t s o n t h e c u r r e n t f u n c t i o n a l model (VHDL b e h a v i o r a l a n d s t r u c t u r a l ) . The a n a l y t i c m o d e l i s u s e f u l a s t h e f u n c t i o n a l d e s i g n e v o l v e s .
The f u n c t i o n a l m o d e l c a n n e v e r be e x h a u s t i v e l y t e s t e d b u t a f u r t h e r r e f i n e d a n a l y t i c model reveals w h i c h s y s t e m p a r a m e t e r s a r e m o s t s e n s i t i v e t o c h a n g e a n d n e e d c l o s e r f u n c t i o n a l f a u l t i n j e c t i o n e x p e r i m e n t s .
Thus, t h e a n a l y t i c m o d e l i n g c a n e n a b l e t h e t e s t e n g i n e e r t o w i s e l y i n j e c t f a u l t s i n t h e s h o r t amount o f t i m e a l l o w e d f o r t h e f a u l t i n j e c t i o n t e s t i n g .
Random f a u l t i n j e c t i o n s s h o u l d a l s o be
c a r r i e d o u t t o a l l o w f o r a n y f a u l t h a n d l i n g a s s u m p t i o n s t h a t h a v e b e e n o v e r l o o k e d i n t h e a n a l y t i c model.
The o v e r r i d i n g g o a l s h o u l d be a n a d e q u a t e t e s t s e t a t e a c h s t a g e o f a s y s t e m ' s d e s i g n , g i v e n t h e a m o u n t o f t i m e a l l o c a t e d f o r t e s t i n g , t o e n s u r e t h a t t h e e v o l v i n g s y s t e m w i l l be d e p e n d a b l e a n d c o n t i n u e t o d e l i v e r i t s services i n t h e p r e s e n c e o f t r a n s i e n t a n d h a r d f a u l t s .
F o r a n o t h e r v i e w o f t h e same p r o c e s s , c o n s i d e r a n a l y t i c m o d e l i n g a n d f a u l t i n j e c t i o n e x p e r i m e n t s a s t w o c o m p l i m e n t a r y streams o f d e p e n d a b l e s y s t e m d e v e l o p m e n t .
( F i g u r e 2 . ) A n a l y t i c m o d e l i n g p r o v i d e s t h e i n s i g h t t o t h e f a u l t i n j e c t i o n e x p e r i m e n t s o n w h i c h f a u l t / l e v e l / s y s t e m s t a t e s t o i n j e c t t h e f a u l t s Figure 1 and the fault injection experiments calibrate design approaches a brassboard implementation. the parameters of the analytic modeling. Thus, Carefully planned fault injection experiments the results of both streams are constantly in the brassboard are the final proof of the being reconciled and the estimates of systems dependability. dependability are becoming more accurate as the . . 
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A A CDR TEST
F T H A N D B O O K " S P E C I F I C A T I O N A N D V A L I D A T I O N OF F A U L T T O L E R A N C E IN ELECTRONIC SYSTEMS DEVELOPMENT"
The AAST Fault Tolerant Demonstration currently has a draft document that codifies the results of our initial investigation into the adequate Specification and SOW language for a dependable system and the model of the government and contractor interaction and the overall design process that will ensure a dependable system is designed.
The document will include for example, Spec/SOW Language for different levels of system fault tolerance. Thus, depending on your overall system fault tolerant and dependability needs, a program office can pull adequate language out of the handbook and adjust it accordingly.
The handbook also includes guidance to the program office on the kinds of analytic modeling and fault injection experiments needed at each stage and the government and contractor interaction for each milestone. The document is currently being examined by a wide number of industry, university and Federally Funded Research Centers (FFRC) reviewers.
For a copy of the current draft, contact Liz Piergiovanni, (215) 441-3281, email: piergio@nadC.navy.mil.
THE 2-C MISSION COMPUTER UPGRADE
The E2-C, the fleet's surveillance aircraft, is procuring an upgrade to the mission computer.
This system will be an entirely new mission computer able to handle the aircraft's intensive computing needs for the remainder of the aircraft's life cycle. This program presents an Opportunity to focus the AAST fault tolerant demonstration in a way which immediately benefits a platform while defining generally applicable fault tolerant metrics for other programs.
The AAST Fault Tolerant Demonstration program has provided the program office with the precise fault tolerant and dependability language for the E2-C Specification and SOW package. This language has come from the fault tolerant community through the tri-service Dependability Working Group (DWG). The DWG is composed of leading researchers and industry developers of fault tolerant computer systems who, under the leadership of the DOD, are addressing the topic of the dependability validation of military computer based, weapon systems. The goal of the task group is to coordinate industry and the research community to come to a consensus on: 1) the specifications of the key dependability factors in computer based weapon systems and 2) the necessary and sufficient dependability validation criteria for these systems. The AAST Fault Tolerant Demonstration will assist the E2-C program office's procurement of the mission computer upgrade to ensure that the system is fault tolerant and 219 dependable yet the fault tolerant requirements are not unrealistic given the extreme time and cost constraints of modern avionics system procurement.
TOOLS AND TECHNIQUES SUPPORTING THE AAST DEMONSTRATION
The Fault Tolerance Handbook "Specification and Validation of Fault Tolerance in Electronic Systems Development" will not specify any specific tool set but in order to investigate the feasibility of the analytic modeling and fault injection modeling of the Specification and SOW requirements that are the output of the program, the AAST Fault Tolerance Program is working with the following tools and system validation techniques.
Professor Flavill Cristian of the University of California San Diego is under contract to develop a methodology for specifying fault-tolerant systems so that those systems will support their systematic validation through fault injection. This work will guide the government validation of the system and enable the government to construct fault injection experiments that will reveal any defects in the dependability and fault tolerant aspects of the design. The goal of this testing will be to exercise the recovery/exception handling algorithms as early as possible in the system design before major resources are committed to a particular design implementation.
Dr. George Gilley of the Aerospace Corporation will assist the AAST Demonstration to implement his "Functional Fault Analysis" [2] . This analysis applies the specified fault set to each of the systems fault containment regions, determines if that region will detect that fault, what error reporting signal will be generated, the impact and latency of the fault, and the system's fault isolation and recovery functions for that error.
Functional Fault Analysis is basically a check list of questions for the government technical team to ask the system design team as they walk through each segment of the design.
The AAST Demonstration will be using three fault injection tools: FOCUS and SYDA from the University of Illinois and FERRARI from the University of Texas.
FOCUS is a simulation environment for fault sensitivity analysis of IC chips [ 3 ] . FOCUS adds a current source to target node and alters the voltage level over the time interval of the experiment. SYDA models a system at the processor-memoryswitch level and also models software execution on the processor-memory-switch model. A fault dictionary will allow manifested faults to be simulated and evaluated at the system level.
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FERRARI is a software fault injector that operates on a breadboard or the final hardware implementation of the system [4]. FERRARI can inject hard or transient faults at the register level and can inject those faults while an actual real-time task is running on the system under test.
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We are also using the Hybrid Automated Reliability Predictor Integrated Reliability Tool System (HiRel) developed by NASA Langley Research Center. HiRel is an analytic modeling tool that allows two types of behavioral models of a system: (1) the fault occurrence/repair behavior of a system, containing information about the hardware redundancy, the fault arrival process and the manual (off-line) repair of the system and (2) the fault errorhandling model which models the on-line recovery procedures for permanent, transient or intermittent faults. HiRel accepts inputs as either Markov models or fault trees.
If a fault tree is the input it is converted to a Markov chain [51. 
